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1 INTRODUCTION 

1.1 Purpose 
This document defines the Information Security Policy for focus. The policy applies to 
all business and covers the information, information systems, networks, physical 
environment and relevant people who support and use those business functions. It 
provides the framework for information security risk management. The document: 
 
• Sets out the focus policy for the protection of the confidentiality, integrity and 

availability of its assets, that is, hardware, software and information handled by 
information systems, networks and applications; 

• Establishes the responsibilities for information security; 
  

1.2 Scope 
The scope of this policy is to ensure the security of focus’ information assets. To do 
this focus will: 
 
• Ensure availability – that assets are available for users; 
• Preserve integrity -  protect assets from unauthorised or accidental modification; 
• Preserve confidentiality – protect assets against unauthorised disclosure. 

 
This policy applies to all information media, systems, networks, portable electronic 
devices, applications, locations and users within focus. Wilful or negligent disregard of 
this policy may be investigated and dealt with under focus’s Disciplinary Policy and 
Procedure. 

2 DEFINITIONS 
 
Confidentiality of Information: Person-identifiable, sensitive or otherwise valuable 
information will be protected against unauthorised access and disclosure  
 
Information Assets: Any information that is stored physically or electronically, 
transmitted across networks or telephone lines, spoken in conversations or printed. 
 
Integrity of Information: Safeguards to protect against unauthorised modification and 
destruction of information.  
 
Physical, Logical, Environment and Communications Security: Controls to prevent 
unauthorised access, damage and interference to IM&T services and client records. 
 
Infrastructure: Computers, systems, networks, cabling and other devices  
  

3 DUTIES  

3.1 Focus Responsibilities 
Focus will ensure that appropriate arrangements are in place through its ICT provider, 
for the security of all key information, systems, networks and applications. It will also 
ensure implementation of this Security Policy and that the organisation and staff 
comply where relevant with:  
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• Copyright, Designs & Patents Act 1988 
• Computer Misuse Act 1990 
• The Data Protection Act 1998 
• The Human Rights Act 1998 
• Electronic Communications Act 2000 
• Regulation of Investigatory Powers Act 2000 
• Health & Social Care Act 2008 
• Crime and Disorder Act 1998 

 

3.2 All Staff  
All employees have a duty to: 
 
• Safeguard hardware, software and information in their care 
• Ensure that document files are not saved on the hard disk (including the desktop) 

of focus computers (if the computer were to be stolen the data would be lost).    
• Ensure that person identifiable or other sensitive information is not stored on 

portable or removable media (laptops, USB, memory stick) under any 
circumstances.  

• Prevent the introduction of malicious software on the organisation’s IT systems;  
• Report  any suspected or actual breaches in security through the focus accident 

and incident reporting system; 
• Comply with all focus information security measures.  Deliberate misuse of 

information or systems, or negligently disregarding focus security measures could 
result in disciplinary action, including dismissal and may lead to a criminal 
conviction. 

  

3.3 Supervisors 
Supervisors are directly responsible for: 
  
• Ensuring the security of focus’ assets, (that is information, hardware and software 

used by staff and, where appropriate, by third parties) is consistent with legal and 
management requirements; 

• Ensuring that their staff are aware of their security responsibilities and comply with 
all focus policies and procedures; 

• Ensuring that their staff has had suitable security training and training in the use of 
IT systems as appropriate 

• Agree which staff are to be given authorisation to access specific IT systems and 
through the People Services Team, ensure passwords are issued and withdrawn 
as staff leave or change role 

• Through the People Services Team that equipment is disposed of securely with all 
sensitive data removed  
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3.4 Caldicott Guardian 
The Caldicott Guardian’s responsibility is to: 
 
• Oversee the delivery of the focus Information Governance agenda to ensure that 

all information used within focus, but especially that relating directly or indirectly to 
service users / carers is managed carefully, responsibly, within current law and with 
due regard to considerations of privacy such as those defined in the Caldicott 
principles.  

• For ensuring that all staff are consistently made aware of their obligations in this 
area 

• For ensuring security is considered when applications and systems are under 
development or enhancement.   
 

3.5 Head of Business and Governance 
The Head of Business and Governance will ensure that: 
  
• This policy is implemented across focus, monitoring and reporting on the state of 

information security and that procedures are developed to maintain security 
• All risks associated with information is identified, reviewed and appropriately 

responded to; 
• Critical information assets (SystmOne, ContrOCC) have appropriate business 

continuity plans and disaster recovery plans  
• Ensure an asset register is maintained of physical equipment and software 

  

3.6 ICT Service Suppliers 
The ICT suppliers on behalf of and in conjunction with focus are responsible for 
ensuring that:  
 
• Information systems, applications and networks are available when needed and 

can be accessed only by legitimate users; 
• Protecting hardware, software and information assets under its control; 
• All necessary steps are taken to ensure that the information systems, applications 

and networks are able to withstand or recover from threats to their availability, 
integrity and confidentiality.   

• The information systems do not pose an unacceptable security risk to focus; 
• Measures are in place to detect and protect the network from viruses and other 

malicious software; 
• Connections to external networks and systems are documented and approved  
• Implement and maintain device control on every focus computer  
• All operational applications, systems and networks are monitored for potential 

security breaches 
• That information systems are regularly checked for compliance with security 

implementation standards 
• Disaster recovery plans are in place for all critical applications, systems and 

networks 
• Ensure all portable storage devices and removable media supported by focus are 

encrypted at hard disc level  
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4 PRINCIPLES 

4.1 Risk Assessment and Audit 
Risk assessments will be carried out by the ICT service supplier in relation to the 
business processes covered by this policy. These will cover all information systems, 
applications and networks that are used to support these business processes.  
 
The NHS Information Governance Toolkit requires focus to undertake a self-
assessment audit based on defined indicators.  
 
All information security incidents will be reported and investigated under the focus 
accident / incident reporting system and through the ICT supplier reporting and 
investigation mechanisms where appropriate.  

4.2 Operating Procedure 
Procedures relating to the operation of systems must be documented.  User access 
control and access rights will be developed for each individual system.  No external 
agency will be given access without explicit permission 

4.3 Unauthorised Software 
Use of any non-standard software on focus equipment must be approved in advance 
by the Head of Business and Governance.  All software used on focus equipment must 
have a valid licence agreement.  
 
It is a criminal offence to make or use unauthorised copies of commercial software 
and offenders are liable to disciplinary action.  

4.4 Mobile Computing and Communications  
Equipment in transit is at particular risk of being damaged, stolen or lost.  Supervisors 
will advise staff as to how to mitigate these risks.  Mobile devices should not be used 
under any circumstances to store client, person or sensitive electronic data. 
 
All users are to hold all data on the central server and not store data to local drives.
  

4.5 Electronic Transfer of Person Identifiable Data 
Any bulk electronic extract and transfer of person identifiable or sensitive data by 
portable or removable media, file transfer protocol or email, must be authorised in 
advance by the Head of Business and Governance.  Any such transfer must be 
encrypted 

4.6 Removable Media  
 (e.g. USB, memory stick, pen drives, external hard disk drives, CD Rom, floppy disk 
, mobile phones, smart phones,  audio devices etc) 
Staff and contractors are not permitted to introduce or use removable media for storing 
or transfer of person identifiable or sensitive information.  Supervisors are responsible 
for the day to day management and oversight of removable media used within work 
areas to ensure this policy is followed.  They are responsible for the secure storage of 
all portable electronic media and safe disposal through the ICT service provider. 
 
No discs should be uploaded unless they have been virus checked. 
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4.7 Email and Internet 
The use of web based email such as ‘hot mail’ and ‘mail.com’ is prohibited for the use 
of any official information belonging or relating to focus.  Use of the internet will be 
monitored and technical controls will be put in place to ensure focus information 
resources are protected from malicious attack. 

4.8 Reporting Data Security Breaches and Weaknesses 
Data security breaches and weaknesses, such as the loss of data or the theft of a 
laptop, must be reported in accordance with the focus accident and incident reporting 
system and, where necessary, investigated by the Head of Business and Governance 
or the ICT provider where appropriate.  

4.9 Training 
All staff will be provided with security awareness training on a 3 yearly basis, through 
an on line package, that will include Caldicott, Data Protection and reporting of security 
incidents. Training on information security is part of the induction programme for new 
staff.   
  

5 REVIEW AND MONITORING 
 
This policy will be reviewed if there are changes to legislation and/or difficulties in 
practical application. 


